AHHOTanuA padoyeil MPOrpaMmbl JUCUUILIMHBI (MOTYJISA)

b1.B./1B.01.02 3ammTa nepcoOHAJbHBIX JaHHBIX B OPraHU3ALHHA

Meau TUCHUTIAHBI

]_ICJ'IBIO OCBOCHUA AUCHUITIIHUHBI <<3aIHI/ITa NEPCOHAIPHBIX JAHHBIX B OpraHU3allluu>» SABJIACTCA

MOJIFOTOBKA OaKamaBpoB K OyAyIIeH MpoecCHOHATBHON ACSITEILHOCTA HA OCHOBE O0YUICHHUS
OCHOBHBIM MPHHITUIIAM PabOThI C MEPCOHATLHBIMH JAHHBIMH U METOJIAM X 3aIl[HTHL.
3agaum QTUCHUIJIHHBI

3az[aanH OCBOCHHA JUCHMIIIINHBI

SABJIAKOTCA:

— OBJAACTh TCOPCTHUUYCCKHUMMH, MNMPAKTHYCCKUMHU H MCTOAWMYCCKHMHU BOIIPpOCAMU obecrneueHus

nH(OPMAIMOHHON 0€30MaCHOCTH;

— H3Y4YUTb MCETOAblI 3allldThl IICPCOHAJIIBHBIX MJAaHHBIX; — HU3YYHUTH IIPOLECC pa6OTI)I C

NEpCoOHAJIbHBIMU JAaHHBIMHW B OpraHU3alluu,

— HAay4UTh pa3paboTKe JOKYMEHTOB, PErIaMEHTUPYIOIIUX PadoTy ¢ MepCOHATBHBIMU JAaHHBIMHU

B OpraHu3anuu

(I)opanyeMble KOMIICTCHUNA U HUHAHUKATOPBI UX JOCTHKCHUSA 110 JUCHUILJINHE

Kon Conep:xanue Koa u HaumMeHOBaHMe HHAUKATOPA JOCTHIKEHUS
KOMIIeTeHIINH KOMIIeTeHIINH KOMIETEHIINU
Crioco0eH peraTth IIKC-2.1
3aJauu 3HaeT OCHOBHbBIE MEPBI 110 3alIUTe HH(POPMALIUH B
npodeccnoHaANLHON ABTOMATH3MPOBAHHBIX CUCTEMAX;
JEeSITETHOCTH C IIKC -2.2
YUETOM TEKYILETO YMeer perucTpupoBaTh U aHAJIN3UPOBATh COOBITHS,
COCTOSIHUS U CBSI3aHHBIC € 3AIIUTON MH(OPMALUU B aBTOMAaTH3UPOBAHHBIX
IIKC-2 TEHACHUUN pa3BUTHUSA cucremMax. YMEET PErucTpupoBaTh U aHAIU3UPOBATH
nHGOPMALMOHHBIX COOBITHSI, CBSI3aHHBIC C 3ALUTON HHPOPMALIUK B
TEXHOJIOTHH, CPEICTB | aBTOMATU3UPOBAHHBIX CHCTEMAX;
Texanueckoi 3amurel | [TIKC-2.3
nHpOpMaIum, cetell 1 | BrajeeT HaBbIKAMU HCIIOJIB30BAHUS TUTIOBBIX MPOTPAMMHBIX
CHCTEM Iepeadu CpeCTBa Pe3ePBUPOBAHMSI M BOCCTAHOBIICHHS MH(DOpMaun
nHpOpMaLIH B aBTOMATHU3UPOBAHHBIX CHCTEMaX.
Criocoben INIKC-3.1 - 3Haet pyKOBOJAIIME U METOAMYCSCKUE
OCYIIECTBIIATh JIOKYMEHTBI YITOTHOMOYEHHBIX (pejiepalibHbIX OPraHOB
yIpaBieHHE WCTIOJIHUTEIILHOH BJIACTH 110 3alUTe HH)OpMALNY;
CPEJCTBaMHU 3aIUTHI [MKC-3.2 - YMeer onpeaensTh MoJyIeKaliye 3anTe
WHPOPMAIIUH, B TOM WHPOPMAIMOHHBIE PECYPCHl aBTOMATU3UPOBAHHBIX CUCTEM;
IKC-3 qucie [IKC-3.3 - Brnageer HaBBIKAMH aHAIA3a YTPO3HL §
OCYILECTBIISIOIUMH ABTOMATH3MPOBAHHON CHUCTEME U HUPKYIUPYIOLIEeH B Hel
HEIPEPBIBHBIH WHPOpMAIUK, BEIOOPAa HEOOXOIMMBIX CPEJICTBA TSt
MOHHUTOPHHT oOecnieyeHus1 UHGOPMALIMOHHON O€30I1aCHOCTH.
3aLIUILEHHOCTH
ABTOMAaTHU3NPOBAHHBIX
CUCTEM

«3ammuTa IEPCOHATIBHBIX OAaHHBIX B OpraHUu3alun»

Copneprxanue pasfenoB THCHUTIIHHBI

Tema 1 IIpaBoBoe o0ecnieyeHne 32U THI IEPCOHAIBHBIX JAHHBIX

OcCHOBHBIE HOPMATUBHO-IIPABOBBIE aKThl B O0JIACTH 3aLIUTHI MEPCOHATBHBIX JaHHBIX. TpeGoBaHus
@3 «O mnepcoHanbHBIX AAaHHBIX». lloHATHIHBIM anmapat. ObecrieyeHre KOH(HUAECHUNUATLHOCTU
NEepCOHANBHBIX JaHHbIX. CrenualbHble KaTeropuM IepCOHATBHBIX AaHHBIX. [IpaBo cyObekra
MEPCOHAIBHBIX JTaHHBIX Ha JOCTYN K CBOMM NEPCOHAIBHBIM AaHHBIM. [IpuHuMIBI 00pabOTKH U
XpaHEHHUs TEepPCOHANbHBIX [aHHBIX. YCIOBUS O0OpaOOTKM NEepCOHANbHBIX JaHHBIX: COIJIacue
cyObekTa Ha 00paboTKy, oOpabarbiBaeMble 0€3 yBEIOMJICHUS TEPCOHAIBHBIX JIaHHBIX.



OcoOeHHOCTH 00pabOTKH NEPCOHATBHBIX JAaHHBIX B TOCYJApCTBEHHBIX WM MYHHIIMITAIBHBIX
WH(OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX.

Tema 2. CucreMa rocy1apcTBeHHOr0 KOHTPOJIS M HaJa3opa 3a obecnedeHueM 0e30MacHOCTH
MEePCOHAbHBIX JaAHHBIX.

@DenepanbHble OPTaHbl, YIOJIHOMOYEHHbIE B 00JacT obecnieueHus: OE30MaCHOCTH MEPCOHATBHBIX
naHHbIX — peryasTopsl. Chepa nestenbHOCTH peryisTopoB. O denepanbHOi ciayx0Oe 1Mo Haa30py B
chepe cBs3u, MHPOPMAIMOHHBIX TEXHOJIOTHH M MaccOoBbIX KommyHHKanuid. O denepanpHoii
cnyk0e TEeXHHUYEeCKOro M J3KCHOpPTHOro KoHTpois. O @DemepanbHON ciayxk0Oe 0e30MacHOCTH.
MeTtoauueckre JOKYMEHTBl PETyJIATOpOB. THUIBI, OCHOBaHME, MOPSJIOK, CPOKH M 6 cojeprkaHue
IIOBEPOK.

Tema 3 O03aHHOCTH ¥ OTBETCTBEHHOCTH OIIEPATOPOB NMEPCOHAIBLHBIX JAHHBIX.

O0s13aHHOCTH OIEPATOPOB MEPCOHATBHBIX JAaHHBIX: yBeJAOMJIEHHE 00 00paboTKe MepCOHaIbHBIX
JAHHBIX, 110 YCTPAHEHUIO HAPYIICHHUH, TPU JOCTHKEHUU IIeJieil 00pabOTKH, pU OT3bIBE COTJIACHUS
cyObekTa. OTBETCTBEHHOCTh ONEpaTopa B 00JaCTH 3alIUTHI IEPCOHANBHBIX JaHHBIX: IPasKIaHCKasl,
yroJIOBHAs, aIMUHUCTPATUBHASL, JUCLUILIMHAPHAS

Tema 4. Yrpo3bl 6€30naCHOCTH NEPCOHAJBHBIX JAHHBIX

Knaccugukaius yrpo3 0e301acHOCTH MEPCOHAIBHBIX JAHHBIX. AHAIN3 M XapaKTEPUCTUKUA YIPO3
BO3MOXXHOH yTEYKH MH(OpMAIMH MO TEXHUYECKHUM KaHajaM. AHAJIM3 U XapaKTEPUCTHKH YTPO3
HECAHKIIMOHMPOBAHHOTO JIOCTyNa K MHPOpPMANUU B WH(POPMAIMOHHON CUCTEME IMEePCOHAIBHBIX
JaHHBIX. THUIOBBIE MOJAETH Yrpo3 OE30MacHOCTH MEPCOHAIBHBIX JAaHHBIX, 0OpabaThIBaEMBIX B
UHPOPMAIIMOHHBIX  CHCTEMax (aBTOMATU3MPOBAaHHBIX pabouuMxX MecTax, JIOKaJIbHBIX U
pacrpeneneHHbIX HHPOPMALMOHHBIX CUCTEMaX ), HE MMEIOLINX U UMEIOIINX MOAKIIOYSHHE K CETIM
CBS3M OOIIEro TMOJb30BaHUS U (WJIM) CeTIM MEXIYHApOJHOTO HWH(GOPMAlMOHHOTO OOMEHa.
DopMHpOBaHUE MTEPEYHS AKTYATBHBIX YTPO3 0€30MMaCHOCTH MEPCOHATBEHBIM TaHHBIM

Tema 5. Kinnaccupukanusa uHGOPMANMOHHBIX CUCTEM MEPCOHAJIBLHBIX TaHHBIX

[Tonsitue wWH)OPMAIMOHHOW CHCTEMBI IIEPCOHAIBHBIX JIAHHBIX. THIIOBBIE M CIEIUAIbHBIC
WH(OPMAIIMOHHBIE CHUCTEMBl IEPCOHATBHBIX HaHHBIX. CTpykTypa HHPOPMAIMOHHOW CHCTEMBI
MEePCOHANBHBIX JaHHbIX. Kputepuum kmaccuukanmuu THUHOBBIX WH(MOPMAIMOHHBIX CHCTEM
MEPCOHANIBHBIX JIAHHBIX: KaTeropus o0padaThIBa€MbIX JAHHBIX, 00BEM 00pabdaThIBAEMBIX TAHHBIX,
XapaKTepUCTUKU Oe30MacHOCTH TMEPCOHATIBHBIX JaHHBIX C Y4eTOM MOoJKIoueHui k HHTepHery,
pexuMa 00paOOTKM TEPCOHAJIBHBIX JIaHHBIX, PEKHUMa pa3rpaHUYEHUs TMpaB JOCTyNa
MOJIb30BaTeNe, MECTOHAXOXKACHUSI TEXHUUYECKUX cpeacTB. Tabnuia kiaccupUKalUd THIIOBON
WH()OPMAIITMOHHON CUCTEMBI TTEPCOHATIBHBIX TAHHBIX

Tema 6. O6padoTKa NePCOHAJBHBIX JAHHBIX 0€3 HCMOJIb30BAHNS CPEICTB ABTOMATU3AIIUT
[IpaBoBbIE Mepbl 3alIUTHI: paclpeneieHHe TMOJTHOMOYMA MEXIy CYObeKTamMH,; HOpPMaTHBHO-
HpaBOBOfI KOHTPOJIb HCIOJB30BaHUA MNECPCOHAIBHBIX JAHHBIX; HA3HAUYCHUEC OTBCTCTBCHHOI'O 3a
3amuTy WHGOPMAIUU, COAEpKaIlel MepCOHANbHBIX JAHHBIX; MpPaBOBas PErIaMEHTAaIUs MOpsIKa
c6opa, HCIIOJIB30BaHUsA, NPCAOCTABIICHUA U YHUUTOXCHUS ICPCOHAIBHBIX JaHHBIX

Tema 7. MeponpusaTuss no 3alMTe MNEPCOHAJbHBIX /JaHHbIX NpPHM HMX o00padoTke B
HHG(pOPMALMOHHBIX CHCTEMAaX

OpranuzalvoHHO-aIMUHUCTPATUBHBIE MEpPbl 3alIUThl: (HOPMUPOBAHHE CHUCTEMBI YIPABICHUS
IIEPCOHANIBHBIX ~ JAHHBIX; pErjJaMeHTalus JACATCIBHOCTH IIEPCOHAla II0  MCIOJb30BaHUIO
IIEPCOHANIBHBIX ~ JIAHHBIX; pErjJaMeHTaluus IMOpsJKa B3aUMOJEWCTBHS  IOJIb30BATEIEW W
aJIMUHUCTPATOPOB  MH(POPMALIMOHHBIX CHUCTEM IE€PCOHAJIBHBIX JAaHHBIX; KOHTPOJIb  Haj
JesTeNIbHOCTBIO nepcoHana. Texunuyeckue mepsl 3amuThl o7 HCJ[ B MHPOpMaIIMOHHBIX CUCTEMax
[IEPCOHANIBHBIX JAHHBIX Pa3JIMYHOIO KJacca: 3allluTa OT BPENOHOCHBIX IPOrpaMM U CpEACTBa
3alIUTHl OT BTOPXKEHWH; HIEHTU(UKALNUA U ayTeHTH(QHUKAIUS MOJIb30BaTeleH; pasrpaHUueHUE U
KOHTPOJIb JOCTYIA K NMEePCOHATBLHBIM JaHHBIM; 00€CIIeYeHNE LETOCTHOCTH MEPCOHABHBIX JaHHBIX;
perucrpanus coobITHI 0€30MaCHOCTH; 3alUTa KaHAJIOB Mepeaadn NepCOHAbHBIX JaHHBIX



Tema 8. OpranmzanMoHHble M TeXHMYECKHe Mepbl 0e30MacHOCTH MNPH XpaHeHHe
MEePCOHATBHBIX JAHHBIX HA HOCUTEIAX

[IpucBoeHHE MaTepHaIbHOMY HOCHUTENIO HJIEHTU(PUKALMOHHOTO HOMepa. YYeT SK3eMIUIIPOB
MaTepHalbHbIX HOcuTedeld. MnenTudukanyuyu nHGOpMaLMOHHON CUCTEMbI IEPCOHANBHBIX JAHHBIX
U olleparopa MepCOHAIBHBIX AaHHBIX. Perucrpanus (akToB HECAHKIMOHUPOBAHHON MOBTOPHOH U
JIONIOJIHUTENBHOM 3anucu uHpopmauuu. [IpuMeHeHne cpelcTB JIeKTpOHHONW LKU(POBOI noanucu
JUISL COXPaHEHUS LIEJIOCTHOCTH M HEM3MEHHOCTHU NIEPCOHANIbHBIX JaHHbIX. [Ipouieypa yHUUTOXKEHUS
NIEPCOHAJIBHBIX JaHHBIX

Tema 9. JlokyMeHTaJIbHOE O0ecriedeHue JesiTeJIbHOCTH OIepaTopa MmepCcoHaAIbHbIX JaHHBIX
JlokanbHBIE aKThI, PETJIAMEHTHUPYIOIINE PA0OTy € MEPCOHAIBHBIMU JAHHBIMU B OpraHU3aIuN

Tema 10. Pa3zpa0oTka JOKYMEHTOB, perjJaMeHTHPYKOIIHX PpadoTy ¢ MNepcoHAIbHBIMH
JAHHBIMH

[IpoekTHpoBaHWEe JIOKAJNbHBIX AKTOB, PErJAMEHTUPYIOIIMX MEPCOHAJBHBIX JaHHBIX  0Oe3
UCIOJIb30BAaHUSl CPEJCTB aBTOMaTH3aluu. Pa3paboTka JOKYMEHTOB, pEryIHUPYIOLIMX 3alluTy
IEPCOHAIBHBIX JAHHBIX B AaBTOMAaTU3UPOBAHHBIX HH(POPMALIMOHHBIX CUCTEMAX.



